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contract, Inspector General Hotline Posters
available under paragraph (b) of this clause.

(b) Inspector General Hotline Posters may
be obtained from NASA Office of Inspector
General, Code W, Washington, DC, 20546-0001,
(202) 358-1220.

[66 FR 29727, June 1, 2001]

1852.204-75 Security classification re-
quirements.

As prescribed in 1804.404-70, insert the
following clause:

SECURITY CLASSIFICATION REQUIREMENTS
(SEP 1989)

Performance under this contract will in-
volve access to and/or generation of classi-
fied information, work in a security area, or
both, up to the level of
[insert the applicable
security clearance level]. See Federal Acqui-
sition Regulation clause 52.204-2 in this con-
tract and DD Form 254, Contract Security
Classification Specification, Attachment

[Insert the attachment number of
the DD Form 254].

(End of clause)

[61 FR 40548, Aug. 5, 1996]

1852.204-76 Security Requirements for
Unclassified Information Tech-
nology Resources.

As prescribed in 1804.470-4, insert a
clause substantially as follows:

SECURITY REQUIREMENTS FOR UNCLASSIFIED
INFORMATION  TECHNOLOGY  RESOURCES,
(NOV 2004)

(a) The Contractor shall be responsible for
Information Technology security for all sys-
tems connected to a NASA network or oper-
ated by the Contractor for NASA, regardless
of location. This clause is applicable to all or
any part of the contract that includes infor-
mation technology resources or services in
which the Contractor must have physical or
electronic access to NASA’s sensitive infor-
mation contained in unclassified systems
that directly support the mission of the
Agency. This includes information tech-
nology, hardware, software, and the manage-
ment, operation, maintenance, program-
ming, and system administration of com-
puter systems, networks, and telecommuni-
cations systems. Examples of tasks that re-
quire security provisions include:

(1) Computer control of spacecraft, sat-
ellites, or aircraft or their payloads;

(2) Acquisition, transmission or analysis of
data owned by NASA with significant re-
placement cost should the contractor’s copy
be corrupted; and

48 CFR Ch. 18 (10-1-06 Edition)

(3) Access to NASA networks or computers
at a level beyond that granted the general
public, e.g. bypassing a firewall.

(b) The Contractor shall provide, imple-
ment, and maintain an IT Security Plan.
This plan shall describe the processes and
procedures that will be followed to ensure
appropriate security of IT resources that are
developed, processed, or used under this con-
tract. The plan shall describe those parts of
the contract to which this clause applies.
The Contractor’s IT Security Plan shall be
compliant with Federal laws that include,
but are not limited to, the Computer Secu-
rity Act of 1987 (40 U.S.C. 1441 et seq.) and the
Government Information Security Reform
Act of 2000. The plan shall meet IT security
requirements in accordance with Federal and
NASA policies and procedures that include,
but are not limited to:

(1) OMB Circular A-130, Management of
Federal Information Resources, Appendix III,
Security of Federal Automated Information
Resources;

(2) NASA Procedures and Guidelines (NPR)
2810.1, Security of Information Technology;
and

(3) Chapter 3 of NPR 1620.1, NASA Security
Procedural Requirements.

(c) Within = days after contract award,
the contractor shall submit for NASA ap-
proval an IT Security Plan. This plan must
be consistent with and further detail the ap-
proach contained in the offeror’s proposal or
sealed bid that resulted in the award of this
contract and in compliance with the require-
ments stated in this clause. The plan, as ap-
proved by the Contracting Officer, shall be
incorporated into the contract as a compli-
ance document.

(d)(1) Contractor personnel requiring privi-
leged access or limited privileged access to
systems operated by the Contractor for
NASA or interconnected to a NASA network
shall be screened at an appropriate level in
accordance with NPR 2810.1, Section 4.5; NPR
1620.1, Chapter 3; and paragraph (d)(2) of this
clause. Those Contractor personnel with
non-privileged access do not require per-
sonnel screening. NASA shall provide screen-
ing using standard personnel screening Na-
tional Agency Check (NAC) forms listed in
paragraph (d)(3) of this clause, unless con-
tractor screening in accordance with para-
graph (d)(4) is approved. The Contractor
shall submit the required forms to the NASA
Center Chief of Security (CCS) within four-
teen (14) days after contract award or assign-
ment of an individual to a position requiring
screening. The forms may be obtained from
the CCS. At the option of the government,
interim access may be granted pending com-
pletion of the NAC.

(2) Guidance for selecting the appropriate
level of screening is based on the risk of ad-
verse impact to NASA missions. NASA de-
fines three levels of risk for which screening
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